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ABSTRACT:  The cloud computing is a rapidly 

developing technology, which has brought 

significant changes and opportunities to various 

sector in India. It is a pervasive computing 

paradigm that has revolutionized how Information 

Technology infrastructure and services can be 

delivered. Cloud Computing is an emerging 

paradigm which has become today’s hottest 

research area due to its ability to reduce the costs 

associated with computing. In today’s era, it is 

most interesting and enticing technology which is 

offering the services to its users on demand over 

the internet. Since Cloud computing stores the data 

and its disseminated resources in the environment, 

security has become the main obstacle which is 

hampering the deployment of cloud environments. 

There are number of users used cloud to store their 

personal data, so that data storage security is 

required on the storage media. The major concern 

of cloud environment is security during upload the 

data on cloud server. Data storage at cloud server 

attracted incredible amount of consideration or 

spotlight from different communities. For 

outsourcing the data there is a need of third party. 

The importance of third party is to prevent and 

control unauthorized access to data store to the 

cloud. This research paper discuss the emerging 

issues and challenges in cloud computing.  
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INTRODUCTION 

 The term “Cloud Computing” is the computing 

services in Information Technology like 

infrastructure, platforms, or applications could be 

arranged and used through the internet. 

Infrastructure upon which cloud is built upon is a 

large scaled distributed infrastructure in which 

shared pool of resources are generally virtualized, 

and services which are offered are distributed to 

clients in terms of virtual machines, deployment 

environment, or software. Hence it can be easily 

concluded that according to the requirements and 

current workloads, the services of cloud could be 

scaled dynamically. As many resources are used, 

they are measured and then the payment is made on 

the basis of consumption of those resources. 

According to the definition of cloud computing is 

“it is a significant distributed computing model that 

is directed by financial prudence of balance, in 

which stake of isolate, fundamental, loading, 

podium in which a facilities are supplied as per the 

request of exterior foreign clients through the 

internet”. There are some examples of cloud 

services like webmail, online file and business 

applications. Cloud computing provides a shared 

pool of resources, including data storage space, 

networks, computer processing power, and 

specialized corporate and user applications. Cloud 

storage specifies the storage on cloud with almost 

inexpensive storage and backup option for small 

enterprise. The actual storage location may be on 

single storage environment or replicated to multiple 

server storage based on importance of data. The 

mechanism  model of cloud storage consists of four 

layers: storage layer which stores the data, basic 

management layer which ensures security and 

stability of cloud storage itself, application 

interface layer which provides application service 

platform, and access layer which provides the 

access platform. The basic cloud storage 

environment represented as below: 

Cloud Services Models  

Cloud Infrastructure as a service(IaaS): In this 

composition of implemented environment for their 

system a supplier must be supply a different 

computing resources which include loading, 

processing unit. Client has flexile to achieve and 

switches a software multilated to be implemented 

and vary between different applications like 

operating system etc. 

Cloud Platform as a service (PaaS): This software 

supplies client with the ability to establish and 

extended applications that are mainly positioned on 
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equipment and programming languages promoted 

by the suppliers. In this the client has no 

containment over the different organization but has 

containment over the extended applications. 

Examples of this class of services include Google 

App Engine, Windows Azure Platform and rack 

space. 

Types of PaaS: There are different types of PaaS 

such as  

 Application Delivers only Environments  

 Standalone Developments Environments  

 Open Platform & Open Service  

 Add on Development Possibility. 

Cloud Software as a service (SaaS): This software 

supplies the ability to usage the appliances which 

implemented on cloud organization. With the usage 

of standard interfaces like web browser or online(e-

mail) client, these appliances are obtainable. SaaS 

appliances are obtained from different devices like 

mobile, workstation from anywhere at any time.  

Cloud Network as a service (NaaS): NaaS 

provides the capability to use the network services 

and inter-cloud network connectivity services. 

Improvement of possession allocation services 

include in view of network and computing 

resources. These type of services involved 

extensible, enhanced virtual private network.  

CLOUD COMPUTING CHARACTERISTICS  

On Demand self-service: A cloud might 

individually attain computing possibilities, as per 

the use of different servers, network storing, as on 

request, without communicating with cloud 

provider. Broad Network Access: Services are 

delivered across the Internet within a standard 

mechanism and access to the services is possible 

through assorted customer tools. Resource pooling: 

A multitudinous model is employed to serve 

different types of clients by making pools of 

different computing resources, as per the request of 

customers these have different resources which can 

be assigned and reassigned dynamically. Rapid 

Elasticity: Capabilities might be elastically 

provisioned or rapidly released. From customers 

view, the provided possibilities come out to be 

limitless and must have the capability to purchase 

in any quantity at any time. Measured Services: 

The provision procured by different clients is 

measurable. The use of asset will be directed, 

estimated, and accused for contributor and asset. 

CLOUD SECURITY CHALLENGES: 

 There are some key securities challenges are: 

Authentication: Throughout the internet   data 

stored by cloud user is available to all unauthorized 

people. Henceforth the certified user and assistance 

cloud must have interchangeability administration 

entity. Access Control: To check and promote only 

legalized users, cloud must have right access 

control policies. Such services must be adjustable, 

well planned, and their allocation is overseeing 

conveniently. The approach governor provision 

must be integrated on the basis of Service Level 

Agreement (SLA). Policy Integration: There are 

many cloud providers such as Amazon, Google 

which are accessed by end users. Minimum number 

of conflicts between their policies because they 

user their own policies and approaches. Service 

Management: In this different cloud providers such 

as Amazon, Google, comprise together to build a 

new composed services to meet their customers 

need. At this stage there should be procure divider 

to get the easiest localized services. Trust 

Management: The trust management approach 

must be developed as cloud environment is service 

provider and it should include trust negotiation 

factor between both parties such as user and 

provider. For example, to release their services 

provider must have little bit trust on user and users 

have same trust on provider. 

APPLICATIONS There are a few applications of 

cloud computing as follows: 

 1)    Cloud computing provides dependable and 

secure data storage center.  

 2)    Cloud computing can realize data sharing 

between different equipments.  

3)    The cloud provides nearly infinite possibility 

for users to use the internet.  

 4)    Cloud computing does not need high quality 

equipment for the user and it is easy to use. 

ISSUES IN CLOUD COMPUTING: More and 

more information on individuals and companies is 

placed in the cloud; concerns are beginning to grow 
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about just how safe an environment it is? Issues of 

cloud computing can summarize as follows:  

A. Privacy Cloud computing utilizes the virtual 

computing technology, users’ personal data may be 

scattered in various virtual data centers rather than 

stay in the same physical location, users may leak 

hidden information when they are accessed cloud 

computing services. Attackers can analyze the 

critical task depend on the computing task 

submitted by the users.  

B. Reliability The cloud servers also experience 

downtimes and slowdowns as our local server.  

C. Legal Issues Worries stick with safety measures 

and confidentiality of individual all the way 

through legislative levels.  

D. Compliance numerous regulations pertain to the 

storage and use of data requires regular reporting 

and audit trails. In addition to the requirements to 

which customers are subject, the data centers 

maintained by cloud providers may also be subject 

to compliance requirements.  

E. Freedom Cloud computing does not allow users 

to physically possess the storage of the data, 

leaving the data storage and control in the hands of 

cloud providers. 

F. Long- Term Viability You should be sure that 

the data you put into the cloud will never become 

invalid even your cloud computing provider go 

broke or get acquired and swallowed up by a larger 

company.  

G. Issues in Cloud Interoperability  

1) Intermediary Layer A number of recent works 

address the interoperability issue by providing an 

intermediary layer between the cloud consumers 

and the cloud-specific resources (e.g. VM). 

 2) Open Standard Standardization appears to be a 

good solution to address the interoperability issue. 

However, as cloud computing just starts to take off, 

the interoperability problem has not appeared on 

the pressing agenda of major industry cloud 

vendors.   

3) Open API SUN has recently launched the Sun 

Open Cloud Platform under the Creative Commons 

license. A major contribution of this platform is the 

proposed (in-progress) the cloud API. It defines a 

set of clear and easy-to-understand RESTful Web 

services interfaces, through which cloud consumers 

are able to create and manage cloud resources, 

including compute, storage, and networking 

components in a unified way.  

4) SaaS and PaaS Interoperability While the 

aforementioned solutions generally tackle with 

IaaS interoperability problems, SaaS 

interoperability often involves different application 

domains such as ERP, CRM, etc. A group of 

experts in the field of data mining raises the issue 

of establishing a data mining standard on the cloud, 

with a particular focus on “the practical use of 

statistical algorithms, reliable production 

deployment of models and the integration of 

predictive analytics” across different data mining-

based SaaS clouds. PaaS interoperability not yet 

discovered Since PaaS involves the entire software 

development life-cycle on the cloud, it would be 

more difficult to reach the uniformity with regards 

to the way consumers develop and deploy cloud 

applications.  

CONCLUSION: Cloud computing is latest 

technology that is being widely used all over the 

world. Once the organization takes the decision to 

move to the cloud, it loses control over the data. 

Thus, the amount of protection needed to secure 

data is directly proportional to the value of the data. 

Security of the Cloud relies on trusted computing 

and cryptography.  
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