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Abstract: Due to technological innovations and competition among banks customers have a wider choice of 

banking products and services through electronic distribution channel referred to as E-Banking. E-Banking has 

a global acceptance due to the convenience it is providing; many of the services can be availed at the click of a 

mouse. Innovations in banking processes have reduced possibilities of human error. Banking has become more 

customers friendly and flexible. Every coin has two sides so does E-Banking with its various advantages has 

disadvantages too. The study is an investigation on the advantages, security problem of E-Banking and 

perception of customer towards E-Banking. The results show that customers are hesitant to use E-Banking due 

to security concerns. 
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I. INTRODACTION 
E Banking  

Tremendous progress took place in the field of technology which has reduced the world to a global 

village and it has brought remarkable changes in the banking industry. Banks occupy a pivotal position in the 

economy. Recent developments in the information technology have improved the way and style of banking. In 

this liberalized and globalized environment banks need to adopt this changing technology to survive. 

Information Technology is playing a considerable role in improving the services in the banking industry. 

Consumers are taking on the many benefits of Internet banking. Access to one’s accounts at anytime and from 

any location via the World Wide Web has made life very easy. Electronic banking is the process by which a 

customer may perform banking transactions electronically without visiting an actual bank with the help of 

personal computer ,mobile phones etc. Internet Banking refers to a system allowing individual customers to 

perform banking activities at off-bank sites such as home, office and other locations via internet based secured 

networks. Internet or online banking through traditional banks enable customers to perform all routine 

transactions, such as account transfers, balance inquiries, bill payments and stop-payment requests, and some 

even offer online loan and credit card applications. Internet banking is a web-based service that enables the 

banks authorized customers to access their account information. It permits the customers to log on to the banks 

website with the help of issued identification and personal identification number (PIN). The banking system 

verifies the user and provides access to the requested services, the range of products and service offered by each 

bank on the internet differs widely in their content. Internet banking, sometimes called online banking, is an 

outgrowth of PC banking. Internet banking uses the Internet as the delivery channel by which to conduct 

banking activity, for example, transferring funds, paying bills, viewing checking and savings account balances, 

paying mortgages, and purchasing financial instruments and certificates of deposit. According to Siu and Mou 

(2005) the electronic banking is an outstanding example of information technology in the service industry; it is 

convenient and time saving in comparison to traditional banking. In traditional retail banking, banking activities 

like money transfer, to issue cheque book etc. People have to visit the bank branch but with the use of internet in 

banking, user can conduct these activities from the comfort of their home, office etc.. It requires internet 

connection and computer only. Apart from these activities user can purchase/sell, pay bills etc. from any 

convenient place. 

Internet Banking in India 

In India E-Banking is of recent origin. Internet banking in India was started by ICICI Bank in the year 

1998 with the brand name “Infinity” .Citibank and HDFC Bank followed with internet banking services in 1999. 

Several measures have been taken by the Government of India as well as the Reserve Bank to facilitate the 

development of E-banking in India. The Government of India enacted the IT Act, 2000 with effect from October 

17, 2000 which provided legal recognition to electronic transactions and other means of electronic commerce 

.To cope with the pressure of growing competition, Indian commercial banks have adopted several initiatives 

and E -Banking is one of them. The competition has been especially tough for the public sector banks, as after 

liberalization private players also entered the banking field with latest technology. Public sector banks have also 

taken this initiative and are now providing all the E-Banking services provided by private sector banks. 
E-Banking Products and Services 

1. Automated Teller Machines (ATMs) 
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2. Electronic Clearing Services 

3. ECS DEBIT  

4. ECS CREDIT  

5. Real Time Gross Settlement (RTGS) 

6. National Electronic Fund Transfer (NEFT) 

7. Mobile Banking   

8. Phone Banking   

9. Tele banking  

10. Electronic Fund Transfer 

Advantages of E-Banking 

(1) Anywhere Banking- Customer can do online banking, balance enquiry, request services, instructions 

are just one click away.  

(2) Any time Banking- Time is no longer constraint 

(3) Convenience –It is very convenient as person can access it from the comfort of his home, office 

everywhere.  

(4) Online Shopping can be done  with the help  of online banking 

(5) No Geographical Barriers- E-Banking provides unlimited network to the number of branches. World 

has become a global village  

(6) Transparency in Transactions- E-Banking has improved transparency in transactions. E-Banking allows   

customers to open accounts, pay bills, view account balances, complete loan applications, calculate 

interest, etc. 

(7) Paperless work- Paper is saved as transactions can be done electronically. 

Security Aspect of E-Banking 

Banking sector is the most susceptible sector regarding the breach of internet security as monetary 

transactions are there. This may contain sensitive data. It may pose some serious security concerns if data goes 

public.  Fraud is a global occurrence that exploits the security gaps. It also possesses and targets banks which 

have less sophisticated security infrastructure. To prevent and deter fraud, banks must regularly upgrade its 

infrastructure. Several types of security breaches are: 

Trojans  

In the early stages, Trojans that steal financial account information targeted only a handful of online 

banks. For example, in August 2003, PW Steal Bancos. B [3] stole account information from only five banks. 

Trojan software is most harmful for electronic banking security as it can secretly connect and send confidential 

information. These programs can communicate without the chance of detection. Trojans can be installed to 

monitor emails, instant messages, database communications, and a multitude of other services. 

Password Cracking   

Password cracking can involve diverse types of vulnerabilities and decrypting techniques; the most 

usual form of password cracking is a brute force attempt. In Brute force password attacks are used to crack an 

individual’s username and password for a specific website by scanning thousands of common terms, words, 

activities, and names until a combination of them is granted access to a server.
 

Mobile Banking Risks 

Mobile phones used for banking are on the rise, but security in transactions is proving increasingly 

challenging for banks Mobile banking apps will not be a primary target for fraudsters. Mobile browsing will be 

more targeted in the coming year, since most mobile users continue to use their online banking sites to conduct 

banking functions. 

Social Networks and Banks 

More and more banks are having their presence on social networks sites like Twitter and Facebook 

fraudsters   try and trick people into giving up vital personal information including banking login credentials and 

then use it against them. 

Phishing  

In Phishing fraudsters get hold of personal information by sending e mails, sms messages etc. Using 

this information they can withdraw money using personal information. 

Inside Attacks 

Malicious attacks or hacks are often launched inside an organization by a dishonest employee. But the 

inside threat can be posed by an outside person who uses false credentials and try to act as an insider to illegally 

gain access to internal servers and systems. These fraudsters may be very dangerous. 

Skimming 

Skimming including traditional ATM skimming and new incidents at merchant point-of-sale systems 

and self-service gasoline pumps are on the rise. An electronic method of capturing a victim's personal 

information used by identity thieves. The skimmer is a small device that scans a credit card and stores the 
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information contained in the magnetic strip. Skimming can take place during a legitimate transaction at a 

business.  

 

II. OBJECTIVE AND RESEARCH METHODOLOGY 
The main objective is to understand demographic characteristics of users of internet banking services. 

To know about customer perception and usage of electronic banking services. The primary data was collected 

from Indore by using questionnaire .Convenience sampling was used to select the respondents for the present 

study. A questionnaire was developed using Likert-scale and given to 320 respondents. But only 240 

respondents filled it and gave it back. Response rate is 75% which is considered good for the study. 

 

III. DEMOGRAPHICAL ANALYSIS RESULT 
1. Age of Respondent 

Following table below  discloses the age of the respondents, it tells that 39 respondents were from the 

age group below 20 years, 80 belongs to age group 21 – 35 years, 99 belongs to age group 36 – 60 years and 24 

belongs to age group above 60 years. 

Age of Respondent 

Age    Frequency Percent VALID PERCENT 

Valid Below 20 39 16% 16% 

  21 - 35 80 33% 33% 

  36 - 60 99 41% 41% 

  Above 60 24 10% 10% 

  Total 240 100 100 

Table1: Age of Respondent 

 

 
Graph1: Age of Respondent 

The majority of the respondents using E-Banking are of the age group aged 36 to 60 year old. It is used 

least by people who are above 60 years of age 

2. Qualification of Respondent 

Majority of the respondents using E-Banking are post graduates that is 32% followed by Graduates and 

Professionals.  Table 2 shows the qualification of the respondents, 32 respondents have higher secondary, 70 

were graduate, 76 have post graduate, 50 were professionals and 12 have other qualifications.   

QUALIFICATION OF RESPONDENT  Frequency PERCENT VALID 

PERCENT  

Valid 

Higher Secondary 32 13% 13% 

Graduation 70 29% 29% 

Post-Graduation 76 32% 32% 

Professional 50 21% 21% 

Others 12 5% 5% 

Total 240 100 100 

Table2:  Qualification of Respondent 
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Graph2: Qualification of Respondent 

3. Occupation of Respondent  

Table3 discloses about the occupation of the respondents, 50 respondents were students, 70 

respondents were in service, 52 have their business, 35 were professionals, 17 were home makers and 16 were 

retired   

OCCUPATION OF RESPONDENT  Frequency PERCENT  VALID PERCENT 

Valid 

Student 50 21% 21% 

Service 70 29% 29% 

Business 52 22% 22% 

Professional 35 15% 15% 

Home Maker 17 7% 7% 

Retired 16 7% 7% 

Total 240 100 100 

Table3: Occupation of Respondent 

 
Graph3: Occupation of Respondent 

4. Electronic Banking Usage  

The table shows that out of total 240 respondents 56 respondents are not using E-Banking services. 

  Frequency Percent  Valid Percent 

  NO 56 23% 

Valid YES  184 77% 

  TOTAL 240 100 

Table4: Electronic Banking Usage 
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5. Frequency of Use of E-Banking Services 

Following table depicts that most of the respondents use it weekly followed by monthly  use . 

  Frequency PERCENT  VALID 

PERCENT  

Valid 

Daily 52 22% 22% 

Weekly 83 35% 35% 

Monthly 79 33% 33% 

Yearly 20 8% 8% 

Never 6 3% 3% 

Total 240 100 100 

Table5: Frequency of Use of E-Banking Services 

 

 
Graph4: Frequency of Use of E-Banking Services 

 

6. Obstacles to Electronic Banking 

Out of 240 respondents, 56 are not using e banking because of security risk, loss from fraud security 

problems and legal complications. 

 

YES NO TOTAL  

 

49 7 56 

SECURITY 

PROBLEMS 52 4 56 

LOSS FROM FRAUD 46 10 56 

LEGAL 

COMPLICATIONS 53 3 56 

Table6: Obstacles to E-Banking 

 

  IV. CONCLUSION 
Indian Banking industry has played a significant role to take Indian Economy to new paths of growth. 

1991 saw economic liberalization and entry of the private banks such as Axis (earlier known as UTI), ICICI 

Bank, HDFC Bank in India which brought with them latest technology in banking. The oldest and largest public 

sector bank of India State of India had to adopt to technology to keep pace with the new private banks. Number 

of services and products offered by bank has also increased tremendously. Both private sector banks and public 

sector banks are providing e banking services. Electronic banking or e-banking is automated delivery of banking 
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products and services directly to the customer through electronic communication like computer, ATMs, and 

internet websites. The analysis of data involves 240 respondents of Indore Madhya Pradesh indicates that there 

is significant correlation between age and occupation with other factors. In the present era, most of the banking 

customer prefer and use E-Banking facilities. So the banker may improve their services, loyalty to customers 

and their retention by increasing awareness of other age groups and concentrating on the factors which 

contribute to using E-Banking. Convenience is a major factor influencing adoption of E-Banking. Consumers 

must be aware of the various e banking services available to them and security measures to be taken. Security 

measures are of high importance and concern it should be addressed quickly by the bankers so that E-Banking is 

adopted by majority without fear. 
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